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1. O6mue mo10:KeHHS

1.1. Hacrosimue IlpaBmna pa3paboTaHbl B COOTBETCTBMH ¢ IIoJokeHHaMH @3
"O nmepcoHANBHBIX JaHHBIX", mocraHoBaeHus I[IpaButensctBa PO or 6 mroms 2008 r. N 512
"O6 yrBepkaennn TpeboBaHMH K MaTEpHANTBHEIM HOCHTEIIM OHOMETPHYECKHX MEPCOHAIBHBIX
JAHHBIX M TEXHOJOTHSM XpAHEHHS TaKux JaHHBIX BHe WH(OPMAIIHOHHBEIX CHCTEM
IepCOHANbHBIX JaHHbIX", mocTaHoBneHUs [IpaButensctea PP ot 15 cenrsbps 2008 r. N 687
"O6 yreepknenun [lomoxenuss o0 ocoOeHHOCTIX 00pabOTKM NEPCOHANBHBIX IaHHBIX,
OCYIIECTBISEMON  0€3  HCIONB30BAHMSA  CPEJICTB  ABTOMATH3ALMH',  IIOCTAHOBJIECHHS
I[IpasutensctBa P@ ot 1 HosOps 2012r1. N 1119 "O6 yTBepkjienun TpeOOBaHWN K 3alOUTE
IIEPCOHANBHBIX JAHHBIX HpH HX 00paboTke B MH(QOPMALMOHHBIX CHCTEMax IIEPCOHATBHBIX
TaHHBIX'".

1.2. Hacrosiue IIpaBuia onpeneisitoT 0coOeHHOCTH 00paboTKH NEPCOHABHEIX JAHHBIX
COTPYIHUKOB B MH(GOPMAIMOHHBIX cucTeMax mepcoHanbHeX AaHHeX AHO IO «YueOmbrii
ueHTp [lepcmexTBax.

1.3. Be3omacHOCTL IEPCOHANBHBIX TaHHBIX NPH MX 00paboTkKe B HMH(OPMAlMOHHBIX
CHCTEMAaxX IEPCOHAIBHBIX NAHHBIX (Janee - MH(POPMAIMOHHEBIE CHCTEMBI) OOECIEYHMBAETCS C
IIOMOIIBIO CHCTEMEI 3aIHTHI IIEPCOHANBHEIX TaHHBIX, HEHTPAIM3YIOIIEH aKTyalbHEIC YTPO3bL.

1.4. Iloxg axkTyalbHBIMH yrpo3aMH O€30IacHOCTH NEPCOHAIBHBIX JaHHBIX MOHHMAETCs
COBOKYMHOCTH  yCclHOBHH  H  (aKTOpOB, CO3MAMOIMHMX  AaKTyalbHYIO  OIIacHOCTh
HECAHKIHOHHPOBAHHOTO JOCTYIa K IIePCOHATLHEIM JaHHBIM (B TOM YHCJIe CIy4aHOTO TOCTYIIA,
B TOM 4HCJIe KOMIBIOTEPHBIE aTaKH H WHBIC KOMIIBIOTEPHBIE MHIUJIEHTEI) IIPH HX 00paboTKe B
HHGOPMALHOHHOM CHCTEeMe, Pe3yIbTaToM KOTOPOTO MOTYT CTaTh YHHYTOXCHHE, H3MEHEHHE,
6II0KHpOBaHHe, KOMHMPOBAHKE, MPEJOCTABICHAE, PACIPOCTPAHEHHE IIEPCOHATBHEIX NAaHHBIX, &
TAK:Ke HHBIE HEIIPABOMEPHEIE NEHCTBHA.

2. OcobennocT 06paboTKH HePCOHABHBIX JaHHBIX B HH()OPMAHOHHBIX CHCTEMAX

2.1. O6pabGoTKa MepCOHATBHBIX JaHHBIX B HHQOPMAIMOHHBIX CHCTEMAX OCYIIECTBIACTCA
mocie 3aBepiieHds pabO0T MO CO3AHMI0 CHUCTEMBI 3aIIUTBl MEPCOHAIBHBIX JAHHBIX B
WH()OPMAIHOHHOH CHCTEME, €€ [IPOBEPKH U OIIEHKM COOTBETCTBHS HH(YOPMAIMOHHOH CHCTEMEI
TIepPCOHANBHBIX JAHHBIX TPeOOBAHMAM O€30IaCHOCTH HH(POPMALHNH.

2.2. Be3omacHOCTh NEPCOHATBHBIX JaHHBIX IpH HX 00paboTke B HWH(OPMALMOHHOH
crcTeMe OOecIledmBaeT OIepaTop 3TOH CHCTeMbI, KOTOPBIM 00padaThiBacT IEepPCOHAIBHBIC
NaHHBle, WIKM JHMIO, OCylecTBILmonee 00paboTKy NEPCOHATBHBIX [AHHBIX II0 IOPYYEHHIO
oIeparopa Ha OCHOBAHHH 3aKJIF09aeMOr0 C 3THM JIHIIOM JJOTOBOPa.

2.3. BezomacHOCTh TEPCOHANBHBIX IaHHBIX NpH HX 00paboTke B WH(POPMAIHOHHBIX
cucTeMax obecmeumBaeTcss C IIOMOINBIO CHCTEMBI 3aIIMUTEl IEPCOHANBHBIX JAHHBIX,
BKJIIOYAIOIIEH OpPraHM3allMOHHBIE MEPHl M CPEACTBA 3alllUThl HHQOpMAluH (B TOM YHCIE
Qg poBaIbHbIE (kpunTorpaguuecKue) CpEICTBa, cpencTBa IpeI0TBpaIleHH
HECAHKIIMOHHPOBAHHOTO ~ IOCTyIla, YTEUKH HH(MOpMAldi 10 TEXHHYSCKHM  KamHaiam,
IIPOrpaMMHO-TEXHHYECKHAX BO3LCHCTBUN Ha TEXHMYECKHE CPeCTBA 00pabOTKH NEePCOHATBHBIX
NAHHBIX), 4 TAKKE HCIONb3yeMBIE B HHPOPMAIIMOHHOH CHCTeME HH(OPMALIOHHBIE TEXHOIOTHH.

2.4. CoctaB U coflepikaHne Mep I10 3aiuTe HHQopMaIuy B HHPOPMAMOHHBIX CHCTEMaX
3aBHCAT OT YCTAHOBJIEHHOTO YPOBHS 3aIIUIECHHOCTH HHPOPMAIIMOHHOH CHCTEMEL.

2.5. YCTaHOBJNEHHE YPOBHS 3alllAMEHHOCTH (IEPECMOTP YPOBHS 3alllUIIEHHOCTH)
HH(GOPMALMOHHON CHCTEMBI TIEPCOHANIBHBIX JAHHBIX MPOBOJUTCS JIMIIOM, OTBETCTBEHHBIM 32
opraum3aruio odpaborku [1]Tm.

2.6. Paspemennem Ha 00paboTKy [epPCOHATBHBIX TaHHBIX HA 00BEKTE uH(pOpMaIHOHHOH
CHCTEMBI SBISICTCS TIPHKA3 PYKOBOIUTEINS O BBOJIE YKa3aHHOIO 00BEKTa B SKCILIyaTallHIO.

2.7. Be30macHOCTh NEpPCOHATBHBIX JAHHBIX, 00padarThlBAEMBIX C HCIOJIB30BAHUEM
CPE/ICTB ABTOMATH3AllMH, MOCTHTAETCS MyTeM HCKIIOYEHHA HECaHKIMOHUPOBAHHOIO, B TOM
YHcsIe CIIy4alHOro JH0CTyIa K IIEpCOHAIBHBIM JTaHHEIM.

2.8. IlepcoHaBHBIC TaHHBIE MOTYT OBITh IPEIOCTABICHBI T O3HAKOMIICHHS:!

a) COTPY/HHKaM, [OIYIIEHHBIM K 00paboTKe ePCOHANBHBIX JAHHBIX C UCIIOIB30BAHAEM



CPEZICTB aBTOMATH3AllMH, B JACTH, KACAIOIIEHCs HX IOJDKHOCTHBIX 0053aHHOCTEH;

0) MHBIM JIHIIaM, B COOTBETCTBHH C 3aKOHOATENbCTBOM PO,

2.9. YIOIHOMOYEHHBIMH COTpPYIHMKaMud TpHd 00paOoTKe NEpCOHATBHBIX AAHHBIX B
UHPOPMAIIMOHHBIX ~CHCTEMaX MEPCOHANBHBIX JAaHHBIX JIODKHA OBITE obecredeHa HX
0e30IacHOCTh C IIOMOLIBK) CHCTEMBI 3allUTHI, BKIIOYAMOIIEH OpraHM3allMOHHBIE MEphl H
CpezCcTBa 3amuThl HHOPMAIXH, B TOM YHCIe MM poBaNbHbIe (KPUITOrpaQUIECKHE) CPEICTRA.

2.10. Ob6MeH mepcoHATLHBIMH JaHHBIMH HpH WX 00paboTke B HH(OPMAIHOHHBIX
CHCTEMax OCYIIECTBIAETCS IO KaHalaM CBS3H, 3alllMTa KOTOPBIX oOOecrneddBaeTCs IIyTEM
peanM3aniy OpraHM3allMOHHBIX Mep M IIyTeéM IIPUMCHEHHS IPOTPAMMHBIX M TEXHHUYECKHX
CPEAICTB.

2.11. JlocTym mosp3oBareneit K NepcOHATBHBIM JaHHBIM B HHGOPMAIMOHHBIX CHCTEMAaX
IEPCOHAIBHBIX JAHHBIX paspeniaercs Ioclie 00A3aTeNbHOT0 MPOXOMKIEHHS —IIPOLEIYpPhI
ueHTH()UKAIMY U ayTeHTH(QUKAIIHH.

2.12. JIunamu, OTBETCTBEHHBIMH 3a o0ecnedeHue 6e30MacHOCTH MEePCOHANIBHEIX JaHHBIX
IpH X 06paboTKe B HHPOPMAIIHOHHEIX CHCTEMAX, JOMKHO OBITH 00eCIeYeHO:

a) CcBoeBpeMeHHOe obOHapyxeHHe (aKTOB HECAHKIHOHHPOBAHHOIO JOCTyIa K
MIEPCOHAIBHBIM JaHHBIM ¥ HeMeUICHHOE I0BEIECHHE 3TOH HHPOPMALHHK JI0 PYKOBOJICTBA;

0) HemomyINeHHEe BO3JCHCTBHS Ha TEXHWYECKHE CPEACTBA ABTOMATH3HPOBAHHON
06paboTKK TIEPCOHANBHBIX IAHHEIX, B pe3yJlbTare KOTOPOTO MOMKET OBITh HApPYIIEHO HX
bYHKIHOHHPOBaHHKE;

B) BO3MOYHOCTh HE3aMEIHTEJIBHOIO BOCCTAHOBICHHS IIE€PCOHAIBHBIX JIAHHBIX,
MOIAPHIMPOBAHHBIX HITH YHHUITOXKEHHBIX BCIIE/CTBHE HECAHKIMOHHPOBAHHOTO JOCTYIIA K HUM;

) IIOCTOSHHBIA KOHTPOTH 3a 00ECIeYeHHEM YDPOBHA 3aIMUINEHHOCTH ME€PCOHATBHBIX
JIAaHHBIX;

n) 3HaHHE M COOJIOJEHHE YCIOBHM MCIIOJIB30BaHHsA CPEJCTB 3alllMTHl HH()OPMAIlHH,
TIpENyCMOTPEHHBIX SKCIUTYaTAlMOHHOH H TEXHUYECKOM JOKYMEHTAIHEH;

€) yd4er MpPUMEHAEMBIX CpPEICTB 3alllUThl HH(OPMAlMH, SKCIUIyaTAlHOHHOH H
TEXHUYECKOH JOKYMEHTAIMH K HIM, HOCUTENEH IIePCOHANBHBIX TaHHEIX,

) IpH 0OHAPYKEHWH HapyIIeHHH HOpsIKa NPEIOCTaBICHHS IEPCOHATBHBIX TaHHBIX
He3aMeUIMTENBHOE IIPHOCTAHOBIEHHUE [TPEIOCTaBICHH IIEPCOHANBHBIX JAHHBIX MMOTB30BATEIAM
HHGOPMAIMOHHOM CHCTEMBI JI0 BBISBIICHHS IPHYHH HAPYIIECHAH M YCTpAHEHHS STUX TIPHIHH]

3) pa3OMparelbCTBO H COCTABIECHHE 3aK/IFOUeHHH 10 (akraM HECOONONCHHUS yCIOBUH
XpaHeHHUs HOCUTeNEH NepCOHATBHBIX JaHHBIX, UCIIONB30BAHMA CPEICTE 3alMTHl HHPOPMALHH,
KOTOpBIE MOTYT IPUBECTH K HApYIICHHIO KOH(HICHIHAIPHOCTH IE€PCOHATBHBIX NAHHBIX HIIH
JIPYTHM HAPYIIEHWSM, NPHBOASAIIAM K CHEJKEHHIO YPOBHS 3AIIUINEHHOCTH MNEPCOHAIBHBIX
JIAHHBIX, pa3pa00TKa i NPHHSITHE MEp II0 IPEOTBPAIIECHHIO BOSMOKHBIX OIACHBIX IIOCIECTBHHA
N0I00HBIX HAPYIIECHHH.

2.13. B ciiyuae BBIIBICHHS HapyIIeHHH Iopsanka oOpaboTKH NepcOHATBHBIX IaHHBIX B
unhopmannonsbx cucreMax AHO IO «Y4eGueni nentp IlepcnexktrBay MPHHAMAIOTCS MEPBI
110 YCTAHOBJICHHIO IIPUYHH HAPYIICHUH M HX YCTPAHEHHIO.
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